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Cyclic redundancy check by software

The Cyclic Redundancy Check (CRC) provides a reliable
method of detecting errors in serial data streams.* The
probability of error detection depends on the length of

error sequences received and the code polynominal used.

There are four sixteen-degree polynominals in common
use:

X' +X'5S+X*+1 CRCI6 Forward
X'¢+X!'"%+X +1 CRC16 Reverse
X' +X'2+X5+1 CCITT Forward
X'+ X1 +X*+1 CCITT Reverse

The routine described in this Technical Note performs
CRC encoding and decoding according to any one of
these code polynominals. It can be adapted to use other
code polynominals with little difficulty.

Routine operation

The routine simulates a 16-bit syndrome generator with
variable feedback as shown in Fig. 1. Since the 2650
uses 8-bit words, the syndrome is stored in two registers,
R1 and R2. Data is input via port D and returned
unaltered (and followed by the CRC bytes) via port D.
An error indication, for use when decoding, is available
on port C.

The line numbers given in the following text refer to the
listing in Fig. 2. The ORG instruction is placed at address
44A; however, the user may change this location to
another more suitable to his system without affecting
the working of the routine.

* Information on the theory of the CRC can be found in Technical

Information 030: 8X01 encoder and decoder for serial data
error detection.
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Fig. 1 Circuit simulated by the CRC software.
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2650 ASSEMBLER VER 1

LINE ADDR B1 B2 B3 B4 ERROR SOURCE

0444

044A T6 40
044C 77 OA
044E 05 00
0450 06 00

O O3 O\NUT-BW N =

11 0452 70

12 0453 FO

1% 0454 07 08
14 0456 75 01
15 0458 F6 80
16 045A 1A 00
17 045C F4 80
18 045E 9A 0OC
19

20 0460 25 02
21 0462 26 40
22 0464 77 01
23 0466 18 04
24 0468 F4 80
25 046A 9A T4
26 046C D1

27 046D D2

28 046E DO

29 046F FB 65
30 0471 1B 5F
31

32 0473 E5 00
33 0475 98 04
34 0477 E6 00
35 0479 18 03
36 047B 04 80
37 047D BO

28

39 047E F2

40 047F F1

41 0547 17

42 0481

TOTAL ASSEMBLER ERRORS

LD EORI,R1 H'01!
EORI,R2 H'20!
LD EORI,R1 H'10!
EORI,R2 H'08!
LD EORI,R1 H!08!
EORI,R2 H'04!

*SHIFTEX CRC SOFTWARE

*DATA IS READ FROM RO MSB FIRST
*CRC IS READ FROM R2 & R1 MSB FIRST

CLEAR R1

ORG H'444A"

* INITIALISATION PROCEDURE
PPSU FLAG
PPSL WC+COM
LODI,R1 O
LODI,R2 O

EXECUTION OF CRC
LA  REDD,RO

WRTD,RO
LODI,R3 8
LE CPSL CAR
TMI,R2 H'80'
BCTR,N LB
TMI,RO H'80!
BCFR,N IC
* APPLICATION OF FEEDBACK
ID EORI,R1 H'02'
EORI,R2 H'40'
PPSL CAR
BCTR,UN LC
LB TMI,RO H'80!
BCFR,N LD
ILC  RRL,R1
RRL,R2
RRL, RO
BDRR,R3 LE
BCTR,UN LA

* DETECTION OF ERROR
LF COMI,R1 O

BCFR,Z LG

COMI,R2 O

BCTR,Z LH
LG LODI,RO H'80!

WRTC, RO
*DISCHARGE OF SYNDROME
LH  WRTD,R2

WRTD,R1

RETC,UN

END

0

CRC16 REVERSE,R1
CRC16 REVERSE,R2
CRC~CCITT FOR,R1
CRC-ECITT FOR,R2
CRC-CCITT REV,R1
CRC-CCITT REV,R2

Fig. 2 Listing of the CRC routine.

CLEAR R2

READ DATA
OUTPUT DATA

SET BIT COUNTER
CLEAR CARRY BIT
TEST R2 BIT 7
BRANCH IF ZERO
TEST RO BIT 7
BRANCH IF ONE

CRC16 FORWARD,R1
CRC16 FORWARD,R2
SET CARRY BIT

TEST RO BIT 7
BRANCH IF ONE

FETCH NEXT BIT
FETCH NEXT BYTE

TEST LSB SYNDROME

TEST MSB SYNDROME

INDICATE ERROR
»{
MSB REMAINDER
LSB REMAINDER
RETURN



At the start of the operation (from line 6) the program
status words are set and the syndrome register is
cleared.** The first byte of the data is then entered via
port D into RO.

Data is accepted in 8-bit bytes, the most significant byte
being loaded first. If the message is received serially,
then either an 8-bit serial to parallel converter will be
required in hardware or the program can be altered to
accept data via the sense input.

At line 13, the counter R3 is set to eight bits per byte.
This is used to control the number of shifts of the
syndrome generator. The carry bit is also cleared.

Lines 15 and 17 look at the most significant bit of the
syndrome and of the data respectively. The associated
branch statements cause the instructions at label LD
(line 20) to be executed if only one or the other of the
most significant bits is a one. This section of the routine
simulates the exclusive-OR gate shown in Fig. 1.

Lines 20 to 22 contain the feedback information and thus

determine the polynominal in use. To alter the code it is
merely necessary to change program lines 20 and 21.
Polynomials of degree less than 16 can be accommodated
by replacing the instruction at line 22 with two No
Operation (CO) bytes.

At label LC, RO, R1 and R2 are rotated left and the counter

R3 is decremented. The combined registers R1 and R2
now contain the syndrome for the first data bit. The

above procedure, from line 14 to line 29, is executed eight

times, once for each bit of a data byte. The syndrome is
continuously updated as each data bit is read. At the end
of each data byte, the routine returns to line 11 to read
the next byte. When processing has been completed, the
most and least significant bytes of the remainder will be
present in R2 and R1 respectively. The contents of R2,
followed by those of R1, are made available at port D
and an error indication (when the remainder is not

zero — for use in decoding mode) at port C.

A set of feedback statements is provided at the foot of
the listing in Fig. 2 to cover the three remaining code
polynomials. These should replace the instructions at
lines 20 and 21 as appropriate. Figure 3 shows the data
format and Fig. 4 is a flow chart of the routine.

** For High level Data Link Control (HDLC) or Synchronous

Data Link Control (SDLC) operation using the CCITT Forward

polynomial, the syndrome register should be set to all ones.
To achieve this, replace each of the ‘00’ bytes on lines 8

and 9 with ‘FF’. The remainder should be checked for ‘FOBS’
instead of zero by replacing each ‘00’ byte at lines 32 and 34
with ‘OF” and ‘8B’ respectively.
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Fig. 4 Flow chart of the CRC routine.
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Performance

The CRC routine is not fast compared to hardware
approaches. However, it will be of particular benefit to
systems using a microprocessor which remains idle until
the data has been checked. The speed of operation is
dependent on the data pattern. The worst-case of this
software approach is calculated to be 12k baud,* while
the average speed is 14k baud.* This should be compared

* Assuming a 1,25 MHz clock.

Related 2650 publications

with the 3M baud for the GZF1202 and 10M baud for
the 8X01, irrespective of the data pattern.

The routine can be used equally well as either an encoder
or decoder. However, no provision has been made to
generate Register-clear or Decoding-complete signals.
The user will also have to provide the appropriate
control to start and stop the routine for each data block.
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